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PUBLIC CYBER ATTACK MISSIONS for individuals in an open class Scenario Description / Course Outline

Individual SOC analysts, managers, 

and engineers looking to put their 

detection, investigation, or remediation 

skills to the test in a single mission. 

Attack Type: Ransomware Half day

Remote: 

Virtual live 

Instructor-led 

via broswer

In this scenario, an unsuspecting employee 

opens a legitimate looking email from a trusted 

source with an attached document, and the 

ominous message demands for the transfer of 

bitcoin to unlock their system. Within minutes of 

opening the attachment, the user’s system has 

been compromised. Participants must contain 

the incident and learn proper handling and 

response techniques in order to solve the case 

and save the organization from complete 

lockdown.

Advanced

- Windows forensics

- Firewall Management

- Network forensics

- MySQL database

- EndPoint Protection

- Reverse engineering

Be immersed in a live cyber attack playing out on a virtual cyber range! Participate from anywhere in a half-day, live, Cyber 

Attack Mission and put your detection, investigation, or remediation skills to the test. This mission will feature a cyber attack 

of your choice happening before your eyes in a live network. Prices are per person. 






